Keeping Up
By Paul Howard, NCTCUG

Every few years the NCTCUG gang has to do what

all of usface at home — cleaning up and organizing.

We had such a session in place of a board of direc-
tors meeting in June, and went through much of the
group’ s accumulation in the Carlin Hall attic. Over
the years, our members have generoudly donated
monitors, computer systems, reference books,
VCRs, and other tech related materials.

In our collection, we had a number of items that
were ready for recycling, such as monitors that no
longer reliably displayed al three basic colors that
make up aCRT display. We had aVCR that would
no longer rewind, and several other technology arti-
facts we just felt were no longer likely to be useful.
We disposed of a 386 system that we doubted would
be of much use to anyone after stripping out severd
drives. We aso took the opportunity to label severa
recently donated items as NCTCUG property.

Over the last few months, Bill Walsh and John
Keys have presented programsin the APCUG
“Presentation in aBox” series from microproces-
sor manufacturer Intel, on topics of “Digital Home
Experience” and “Hyperthreading Technology.”
We were pleasantly surprised to receive an emalil
from Kathy Whittle of Webworking Services, who
coordinates the distribution of the Intel programs,
offering NCTCUG amotherboard and Pentium 4,
3.06 GHz processor donated by Intel.
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Computer Rage

By Elise M. Edgell and Jim Sanders, North Orange County Computer Club, California

[EliseME@aol.com]

I have heard about road rage for years and have even
seen instances of it. For some people just putting
them behind a steering whedl gives them an angry
feeling toward all other drivers on the road.

| am seeing a sSimilar reaction with some people as
soon as they are in front of a computer keyboard.
Suddenly they are no longer reasonable, rational peo-
ple using the computer to make their life better. They
react as put-upon individuas that are using atoal,
which they would rather not use, can’t really see the
benefit in using it, would rather be doing anything
else other than sitting there in front of their compuiter,
and they do not want to learn anything about their
computer other than how to use the applications that
they have been forced to use because of outside pres-
sure. They act asif it isan imposition to haveto learn
anything more about their computer than how to turn
it on. They see no useful value in understanding any
of the workings of the computer. They have much
more valuable use for their time than to spend any of
it learning useless (in their estimation) information.

Unfortunately, not only do we have the “Computer
Rage” group that think it is chic to hide behind their
rage with an “I would rather work harder, than
smarter” attitude, there are others. Some groups that
come to mind are the “I am too old to learn this com-
puter stuff,” the “1 am too dumb to learn this com-
puter stuff,” the “I am so computer illiterate that |
don’t even know how to turn one on, and proud of
it,” and the “I would probably do something wrong
and bresk it” group.

What could be some of the reasons for these atti-
tudes, reactions or myths to using a computer?

One reason is that computer software and hardware
companies have fostered the idea that in today’s
world computers are so sophisticated that they can
be run without any necessity for the user to learn the
basics. As an example, the Windows operating sys-
tem installs with many of its defaults set to “ protect”
the user from much of the really useful information
that is needed for intelligent operation of the com-
puter. The problem with that is, if the information is
hidden, the user may he unaware of needed informa-
tion.

So why should you make the effort to learn more
about your computer? Even if you are using a com-
puter under duress (real or perceived), once a com-
puter is an integral part of your personal or business
lifeit is very upsetting for the computer to be un-
available to perform the tasks that you’' ve come to

depend on.

When a problem occurs with your program or with
your hardware, instead of just fedling abused, put
upon, frustrated, helpless, or mad, you will have
some options if you learn some of the basics. You
will he able to take care of some of the smple and
common problems yourself. When you get the “Disk
A iswrite-protected” error message while trying to
save afileto the floppy disk, you will know that all
you have to do is take the floppy out of the drive,
dide over the write-protect tab to cover the hole, and
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re-insert it in the drive. The problem was solved in
ten seconds, no rage, no anger, no anxiety, actualy,
no real problem. It was just one of those things that
happen and have to be dedt with.

Even if you can’t solve the Situation on your own,
you will be able to communicate the problem in un-
derstandable terms. This makes it possible for you to
ask for help over the telephone, or even on the Inter-
net. You'll also need to know when you really need
help and to know if the “*help’’ you are getting is
vaid. Last, and far from least, most windows have a
‘Help” menu, and there is dwaysthe “START’ but-
ton and general “HELP” option. But once again, if,
for whatever reason, you have not bothered to learn
some of the basic concepts and terminology, you
won't be able to ask the right question, or under-
stand the answer if you stumble across it.

| have also heard people say. “1 watch TV but |
don’t have to learn how it works, why should | have
to learn how to use my computer?” My responseis
that today’ s computers place an unbelievable
amount of access to information, knowledge, and
creative programs at your fingertips. For chump
change (don’'t know what that means?— look it up
on Google.com) you can buy a nice computer and
access to the Internet. As soon as you buy that com-
bination you have an amaost unimaginable power
sitting on your desk. Power that just afew years ago
only governments and large corporations could af-
ford. Once you are on the Internet, most of the infor-
mation, alot of the knowledge, and quite a few of
the applications are free! Y ou may have seen the TV
ad showing a one man garage shop company that
looks like a large company because of what the
computer can do. Thisis atrue story, not an adver-
tiser’s pipe dream. Information is power and the
Internet makes information available on about any
subject. Aside from the “chump change” what does
all this power cost? The willingness to spend the
time to learn how to use it!

| am no longer envious of people who live near a
large library. | use the Internet to answer many of
the questions which | think about but forget before |
get to a dictionary, encyclopedia, or other paper re-
search material. Now | can get an almost instantane-
ous answer and can ask to be notified by e-mail
when a certain topic comes up in the news. For ex-

ample | used this recently after | read a murder mys-
tery based on a deadly chemical named sodium
azide. | had never heard of it before. | searched the
Internet using Google and found many articles about
it and its deadly properties. This chemical is readily
available and widely used. | was concerned enough
to use a feature of Google to send me an e-mail
when sodium azide is in a news story.

Wouldn't you be willing to invest some of your time
to be able to really use this type of power? What
about redlly learning some of the abilities of the soft-
ware that is probably sitting on your computer?
Have you ever really looked at the features of Word-
Pad in Windows XP? Have you ever clicked on help
in WordPad? Did you know that the “Help Menu” in
WordPad contains a“Help on how to use Help” sec-
tion? Are you taking digital photos? Areyou in
saes? Do you have a disability? Of course you can
find use for some of the more advanced features of
your software. The problem is you won't ever know
what these may be, unless you expend some effort to
learn what is possible.

Once you decide that learning more about the poten-
tia of your computer is a benefit to you, it makesit a
lot easier to find the time and energy to accomplish
this.

Understanding goes a long way toward the feeling of
being in control. When you feel in control of your
computing experience, the irrational feelings of rage
will probably go away or at least be minimized. This
doesn’t mean that you will no longer get mad or up-
set with your computer, far from it, just that you will
be more likely do it for area cause.

How do you acquire the information and skills you
need to fedl in control of your computer? One good
way isto go to acomputer users group. Unfortu-
nately, if you are the person this article is about you
are probably not getting this newdetter. My sugges-
tion is that those of you who are getting this newd et-
ter give a copy of this article to your friends that
have computer rage.

There is no restriction against any non-profit group using this
article as long as it is kept in context with proper credit given the
author. The Editorial Committee of the Association of Personal
Computer User Groups (APCUG), an international organization of
which this group is a member, brings this article to you.
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Anniversary Of Computer Virus No Cause For Celebration

Beverly Rosenbaum, Member, HAL-PC (Houston Area League of PC Users), Texas

Over several decades, viruses and worms have
grown from academic exercises to online threats,
wreaking havoc on millions of computers world-
wide.

Not everyone agrees on their exact origin, but they
date back at least 20 and maybe even 30 years.
The idea of using the term “virus’ to describe un-
wanted computer code was first published in 1970,
and some accounts detail the spread of the first
virusin 1975 as simply the distribution of a game
on UNIVACs (Universa Automatic Calculators).
The virus EIk Cloner that infected Apple Ils fol-
lowed in 1982. In 1984 a professor at the Univer-
sity of New Haven wrote a research paper describ-
ing possible threats from self -propagating viruses
and explored potential defenses against them. He
wanted to further investigate antivirus countermea-
sures, but the National Science Foundation denied
his request for funding.

The term “worm” was first used in a 1982 paper
by researchers at the Xerox Palo Alto Research
Center to describe the automated program they
used to update an Ethernet performance-measuring
application. However, a bug in the program even-
tually crashed al 100
of the experiment’s
computers. The paper
cited a 1972 science
fiction novel describ-
ing a“tapeworm”
program spreading
around the global
networks as the inspi-
ration for the term.

Many virus historians
believe that two Paki-
stani brothers crested
thefirst IBM per-
sona computer virus
in 1986 as away to
advertise their com-
pany, Brain Com-

puter Services. They programmed the Brain virus to
overwrite the boot instructions found at the start of
system disks, displaying the message “Beware of
this VIRUS.... Contact us for vaccination...”

That was only the beginning of viruses that infected
floppy disks, hard disks and files. Although viruses
and worms took more than a decade to emergein
significant numbers, they soared in subsequent
years. By the end of 1990, about 200 viruses had
been identified. Today, that number has jJumped to
more than 70,000.

Even if viruses aren’t designed to be intentionally
malicious or dangerous, there can be unexpected
resultsif they get outside a controlled environment.
The exponential doubling of vira code greatly mag-
nifies minor errors and becomes the difference be-
tween a harmless prank and a devastating attack.
The ability to propagate across the Internet has al-
lowed this kind of malware to spread very quickly.
Although many programs quickly fizzled out, oth-
ers have far outgrown the intentions of their au-
thors, and small modifications of the original code
produced new variants that continued the attacks.

Later, worms evolved into
two categories. Some cam-
ouflage themselves as inter-
esting e-mail attachments,
which execute when
opened, infecting systems
and mailing themselvesto
every name listed in the
computer’ s address book.
Other worms need no hu-
man interaction, infecting
computers that have certain
security flaws and then us-
ing the new host to scan for
more computers with the
same flaw. These worms
are modeled after the Cor-
nell Internet Worm, which
overloaded an estimated
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3,000 to 4,000 servers, or about 5 percent of those
connected to the early Internet, in November 1988.

The growth in popularity of computers and Internet
use along with the vulnerability of the Windows
platform and other Microsoft programs have allowed
the rapid spread of viruses and worms. In 1995 Mi-
crosoft accidentally shipped the first macro virus
that could infect Word documents. The Concept
macro virus rewrote the rules for viruses and they
began spreading via e-mail and the Internet. In the
early days of viruses it would take months for a vi-
rus to spread into the wild. The first successful
mass-mailing computer virus was Melissa, amacro
virus that started spreading in March 1999, and con-
tained alot of code from previous viruses.

Today, a virus can spread around the world in a mat-
ter of minutes, and virus writers quickly pass tech-
niques for creating the latest worms by posting their
toolkits in the virus-exchange underground. Many
worms are written in one of several scripting lan-
guages, which can be read by even semi-
knowledgeable virus writers and changed to release
variants in only hours after amajor virus epidemic.
For example, virus writers latched onto Lovel etter,
which struck in May 2000, and cranked out more
than 40 variants.

Boot viruses began to diminish in 1997 as macro
viruses flourished until 2000, when they too de-
clined as worms began a steady rise. Soon the
worms dominated the top ten variants of malicious
code. Two months after the mgjor Code Red worm
attack of July 2001, Nimda hit the financia industry
hard, giving Microsoft a security wake-up call and
illustrating the dangers of self-reproducing threats
that used multiple vectors of attack. Nimda infected
computers through the same flaw Code Red used but
aso infected shared hard drives, spread itself
through e-mail, and created Web pages that spread
the worm. Even after Microsoft issued patches for
the vulnerabilities, most people were apathetic and
failed to download and apply the patches.

To stave off future attacks, companies and I nternet
providers began filtering e-mail attachments at their
gateways, the connections to the Internet. Antivirus
software companiestry to beat worms at their own

game by distributing new virus detection faster
than the viruses can spread. However, if anew vi-
rus doesn’t match any of the types contained in the
filtering software’ s definitions, the scanner won't
flag the attachment as malicious code.

The latest Mydoom virus was effective because it
initially passed the scanning software. It posed as a
harmless text file containing an e-mail message
that claimed to be afailed mail transaction from a
colleague or friend, offering the believable expla-
nation that the original message had to be trans-
lated into a plain-text file for delivery. Even some
savvy recipients were duped to open the attached
file, which was redlly an executable file that in-
cluded amalicious virus. The innocuous subject
line of the infected email was “Hello,” “Server
Report,” “hi,” “Mail Delivery System,” “Mail
Transaction Failed,” “ Status,” or “Error.”

The SCO Group, target of the original worm’s de-
nia of service attack scheduled for February 1,
2004 (its fourth in the past 10 months), offered a
$250,000 reward for information leading to the
virus author’s arrest. When a variant targeted Mi-
crosoft, they offered a similar reward.

Messagel_abs reported that in the first 4 daysit had
trapped over 5.5 million copies of infected e-mall
headed for its clients. At one point, onein every 12
e-mails was laced with this worm, compared to last
year's SoBig virus outbreak, which peaked at an
infection rate of 1 in 17 e-mails. Other antivirus
companies reported that Mydoom (also known as
Novarg) generated more traffic than any e-mail
worm in history.

Viruses that have multiple vectors are the worst

threat because they can send e-mail, perform adis-

tributed denial of service attack and open a back-
(Continued on page 6)
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door. The most problematic viruses have been the
most recent. The SQL Slammer broke al records
for the speed at which it was able to spread, to the
point of disabling ATM machines and bringing
Internet traffic to a halt. The SoBig Project em-
ployed spammed worms to infect PCs that could be
used to install spyware, steal financia credentids,
act asafront for spamming operations, launch
DDoS (distributed Denial of Service) attacks on
anti-spam sites, and alow spammers to be virtually
untraceable.

Although many worms are benign, they demon-
strate serious vulnerabilities, and the sheer volume
of traffic can cause effective denial-of-service at-
tacks because of bandwidth consumption. While
IBM-compatible computers are the initial target,
the network downtime and cleanup costs affect
computers on al platforms. Mail servers are over-
loaded with the sheer volume of bogus messages,
and automated responses from filtering software
multiply the problem.

Once the latest threat has passed, the opportunity
still remains for potential control of infected ma-
chines. So everyone should remain vigilant to ap-
ply patches, maintain current virus signatures, and
otherwise secure their systems. Whether the next
attack comes from worms, e-mail spamming of
Trojans, newsgroup postings, websites or other
methods, one thing is for sure. Thiskind of mal-
ware has gone from being just a nuisance to a per-
manent menace.

There is no restriction against any non-profit group using this
article as long as it is kept in context with proper credit given the
author. The Editorial Committee of the Association of Personal
Computer User Groups (APCUG), an international organization
of which this group is a member, brings this article to you.

Election Notice

The NCTCUG Annua Meeting will be on Octo-
ber 6, 2004, at 7 pm at Carlin Hall. Elections
will also be held then. All officers and four di-
rector positions are up for eection. Anyone in-
terested in running, please contact any officer or
board member.

Thank you!

E-Mail Is 32 Years Old

By Jim Smith, President, Business and Pro-
fessional Microcomputer Users Group, Inc.
(BPMUG), Connecticut

Spring has finally arrived and the winter weather is
starting to give way to warm, sunny days. March
was the anniversary of Email. Yes, in March of 1972
the very first basic e-mail program was written and
the“@" sign was chosen for its“at” meaning. Here
itis 32 years later and email is a mainstream means
of communication and an normal tool for most busi-
nesses and for personal use.

Naturally with this handy mainstream concept
comes those wanting to abuseiit. | would hope that
most of you are aware of some of the tricks and
hoaxes that can be offered via email. For the others,
I’d like to review some of the more common ones so
you won't be tricked.

Firgt, there are the obvious scams trying to get you
to buy endless supplies of gimmicks that promise to
make many of your body parts larger or somehow
enhanced. Less obvious are sites that promise pre-
scription drugs for bargain rates and ones with Hor-
mone Growth solutions, or great mortgages on-line
or credit repairs and many others. Much like the
snake oil salesteam of yesteryear, most of these are
scams. The occasiona one that islegit should aso
be considered suspect since anyone desperate
enough to jump on the wagon with the snake oil
salesteam is not likely to be around for long enough
to deliver anyway. Businesses that use unsolicited
commercia email (spam) to sell their products
should be viewed with great caution.

Then there are hoaxes that alert you to something
that request that you spread it to everyone in your
email address book. Any time you get an email that
tells you to spread it around, think about it first!
Most likely it is a hoax. The most recent one I've
seen is the one that asks everyone to not buy gaso-
line from the big producers in order to prove a point.
Searching on-line will give plenty of reasons why
thisisafarce but it till doesn’'t stop people from
continuing to send it around. Of course there are
plenty of hoaxes around about viruses that will eat
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your computer unless you send it along to everyone
else you know. There are jokes that beg to be sent to
everyone and there are emailed chain letters that
promise doom and gloom for breaking the cycle.
Don't continue to clutter up the email system with
these.

Here' s something to consider—if you do what you
are told and send these to everyone in your address
book, and they turn around and add the addresses
from their list, and it goes through that for awhile,
eventualy it will likely land in the hands of some-
onethat will sell all of those email addresses to junk
emailers who will delight in sending a huge assort-
ment of get-rich-quick and body enhancing scamsto
everyone listed. | get enough of those spams without
friends adding my email address to those lists.

The other popular email hoax is the endless variation
on the Nigerian widow with too much money from
her late husband and looking for a trusting American
with a bank account ready to enter into a business
deal in exchange for a percentage. These scams have
been around for longer than email has but, rather
than using US Postal Service and phones to deliver
the pitch, email is a much cheaper way to fish for
unsuspecting victims.

Speaking of fishing, there is another hoax that is
know by its variation, “Phishing”. Phishing is when
someone tries to get you to divulge credit card or
passwords by pretending to be legit. If you get an
email from PayPal asking you to “Click Here” and
confirm your account info or from Citibank asking
you to verify your credit card number, or from EBay

asking you to type in your password so they can
keep your account active, these phishing trips are
hoaxes! Do not fal for them no matter how legit
they appear to be. If you are not sure of something
like that, be suspicious. Assume first

that it is a phishing expedition rather than assuming
it islegit. With a keen sense of skepticism, many of
these hoaxes will become obvious. They prey on our
not thinking too much but just doing as we are
asked. Most people that fall for them are thoroughly
embarrassed after it is over because they realized
that if they had stopped to think about it they would
have redized the absurdity of it. Don’t be hooked in
a phishing expedition!

So with 32 years of emailing behind us, there are
many wonderful things about email and some things
to watch out for. I've given you afew of them... it is
up to you to stay alert to many of the other ones that
are out there. BPMUG is a great resource for those
wanting to find out whether something that sounds
too good to be true, is true or not. Don't be taken in.
Stop to ponder it first and then verify it. Then if you
find an amazing dedl to get rich quick that you just
know will work... don’t share it with me. | probably
won't believe it anyway.

Now get out from behind your computers for a few
minutes and have a wonderful Spring!

There is no restriction against any non-profit group using this
article as long as it is kept in context with proper credit given the
author. The Editorial Committee of the Association of Personal
Computer User Groups (APCUG), an international organization of
which this group is a member, brings this article to you.
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Virus Attacks Continue At

Record Rate
By Ira Wilsker, APCUG Board of Directors

As most computer users have noticed, the number
of attempted computer attacks from viruses, worms,
and Trojans has increased to arecord level. Ac-
cording to antivirus software publisher Panda Soft-
ware, the average daily number of new viruses and
variants appearing for the week ending April 16
was 122 aday, arate that has been steadily incress-
ing over the preceding few weeks. It might be of
interesting historical note that on average, more
new viruses and variants are now appearing on a
daily basis than appeared during an average week
just two years ago! For those who still follow the
old, but now quite obsolete strategy of updating
their antivirus software on aweekly basis, the like-
lihood of becoming infected by avirusis near cer-
tainty.

Many of the other former “truisms’ about virusin-
fections are also no longer true, such as “you have
to click on an attachment to catch the virus’. Virus
authors have become more sophisticated and im-
proved their programming and infection techniques.
Although Microsoft released a series of patches
over two years ago to close an Outlook and Outlook
Express vulnerability, there are still millions of
computers that remain unpatched and vulnerable.
Several of the very common Netsky variants, some
released as recently as last week, take advantage of
this opportunity, and can infect a computer by sm-
ply having the email message appear in the preview
pane of any unpatched version of Outlook. Asis
now common with many of the current crop of vi-
ruses and worms, once infected, any antivirus and
firewall software installed on the computer is effec-
tively killed, and ports are opened on the computer
allowing continued access to the infected computer
from persons unknown. Just because an icon for
your antivirus and firewall software appears next to
your clock, and it may also appear to update peri-
odically, does not mean that your antivirus software
and firewall are functioning. It is good security
practice to periodicaly check al computers for vi-
rus infection and open ports by running one of the
many free and reliable online virus scans and fire-

wall checks. Persondly | use Housecall
(housecall.antivirus.com) for afree online virus scan
to verify that my computer isindeed clean, and
Shields Up (www.grc.com) to verify that my firewall
is fully functional.

Our personal computers are being infected at a mas-
sve rate, estimated to be in the hundreds of thou-
sands to millions, by innocuous files loaded onto our
computers without our knowledge. Many of these
new crop of viruses are designed to dip through our
antivirus and firewall defenses. One method that
unfortunately has been successful has been to rap-
idly create and disseminate many variants of the
same virus payload, and quickly flood the net, pri-
marily by email, with the variants. By spacing each
variant by afew minutes or hours over a day, it be-
comes extremely likely that we will encounter sev-
erd virus bearing emails before our antivirus soft-
ware isupdated. The belief that updating antivirus
software daily is an adequate defense is no longer
sufficient to provide protection, considering the lag
time between the discovery of anew virus, and the
release of updated data files by the antivirus compa-
nies. Theformer holy grail of antivirus software
publisher, “continuous updates” which many pub-
lishers commendably have now reached, is no longer
adequate, as a new virus found right now may mas-
sively spread unchecked for severa hours before
updates are available. Thislullsusinto afase sense
of security, believing that our frequent updates will
protect us, while in reality dozens of new viruses
will spread and infect countless computers before
the next update can be released. It only takes one
virus to dip through our protection, and we may be
left defenseless from further attacks.

The other method of infection that has been around
for years, but now becoming even more common is
an attack by a virus or worm through our network or
internet connections. All computers have “ports’ or
pathways into the computer. A good firewall should
close al open internet or network ports except those
being actively and intentionally used, and protect the
open ports from unauthorized access. Many of the
current worms and viruses try to impersonate legiti-
mate data to penetrate firewalls, or will probe almost
any connected computer looking for vulnerabilities.
Itisnot at al uncommon for a home computer to be
probed for open ports over 100 times per hour,
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which is the explicit justification for afirewall to be
installed on al persona computers. Home com-
puters, especially those using dialup internet access,
which had been in the past somewhat ignored by
hackers, have now become prime targets for hackers
and worm generated probes looking for vulnerabili-
ties.

This has already created a very real security threat at
all levelsfrom our own computers to the national
infrastructure. Many of these new viruses flooding
our email boxes, or attacking us through our internet
or other network connections, contain a“zombie’, a
small program either scheduled to launch a cyberat-
tack at a predetermined time, or to silently wait for
some externa signal which will launch a cyberat-
tack. Itisnotjust possible, but now considered a
near certainty that sometime in the near future we
will be subjected to massive attacks on our critica
infrastructures by millions of zombie infected com-
puters, amost al of which will have antivirus and
firewall software installed, but possibly neutralized.
Thisis not just science fiction or some possibility,
but avery red threat, as demonstrated in the past by
the infamous CodeRed and Blaster attacks, among
others.

It is absolutely imperative that we al have antivirus
software and afirewall that is updated as frequently
as possible, and verified to offer us protection.

There is no restriction against any non-profit group using this
article as long as it is kept in context with proper credit given the
author. The Editorial Committee of the Association of Personal
Computer User Groups (APCUG), an international organization of
which this group is a member, brings this article to you.
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PCI Express: Say Goodbye
To AGP And PCI Slots

By Timothy Everingham, TUGNET tevering-
ham @acm.org

Those of you who have been around persona com-
puters for a while might remember plug in cards dots
referred to as |SA, EISA, Microchannd, and VESA
Loca Bus. ISA, EISA, and Microchannel were re-
placed by PCl. VESA Loca bus was primarily for
video cards, which was replaced by PCI, then AGP
dots. It was afun time during these card dot transi-
tions because many times you could not use the plug
in cards from your old machine in your new computer
or motherboard or if you did it could Sow down the
entire system. Well guesswhat, itstimeto do it al
over again. Intel has come up with anew dot standard
PCI Express, which will start to show up in com-
puters/motherboards this spring.

PCI came out in 1992. Today these dots and its data
bus technology are used for things not envisioned
when it was under development over 12 years ago.
PCI hasits limitations and the PCI pro dots never be-
came popular. The limitations are coming to the fore-
front in delivering multimedia content and Gigabit
Ethernet. Of course getting higher frame rates at
higher resolution and quality for video games also is
an issue. PCI has been evolving over time increasing
its speed to five times the origina, but it has reached
its limits of development. Many say that stretching out
the AGP to 8x speed might be pushing at its limit too.

First let uslook at the current PCI architecture you
will find on most motherboards. The CPU/
Microprocessor communicates with the first of two
data bridges, normally referred to as the Memory
Bridge or Northbridge. The Northbridge not only
communicates with the CPU; but al'so communicates
to the AGP port, which is where your main graphics
card is (usualy the only graphics card). It a'so com-
municates with your RAM. The fourth thing it com-
municates with is the second data bridge, known as
the Input/Output (1/0) Bridge or Southbridge. The

Southbridge also communicates to your plug in dots/
(Continued on page 10)
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cards, drive controllers, and USB, Fireware/1394,
paralld. seria, game, keyboard and mouse ports.
The theoretical speed limit of the Southbridge com-
munication to I/O including the PCI dotsis 133 MB/
second. All of the communications in the system are
parallel with none of the data having any priority
over any other. Blocks of data have to be sent one at
atime and cannot be done concurrently. Therefore
the data is transferred from one section of the moth-
erboard to the next section based on the order re-
ceived, not the importance or whether a piece of data
arriving by a certain time to its destination is critical.

PCI Express, instead of using a parallel bus architec-
ture, uses serial networking typology with only two
wires for each direction. At higher speeds, it allows
concurrent transfer of data while having a similar
look and the same type of Northbridge/Southbridge
architecture as currently in desktops and laptops.

However, in servers the Southbridge is eliminated
producing greater data throughput. The PCI dots
initialy have a 250 MB/second throughput, but the
sca able width technology (increasing the number of
wire pairs) enables slots and cards to communicate at
32 times that speed in later implementations using
longer dots. But the typology can also use network
switching type technology, giving data priority and
quality of service functions. Hot plug/swap of com-
ponents is a native part of the architecture.

The PCI Express Graphics Port, replacing the AGP
Port, will have a 4GB/second transfer rate in its ini-
tial configuration, double that of the current 8x AGP
ports. For laptops units there will be a new plug-in
card to replace PCMCI A called ExpressCard. It will
come in two forms, one that more looks like a
PCMCIA card refereed to at the 34 module form fac-
tor (34 x 75 x 5 mm) and amore oversized L looking
card caled the 54 module form factor (54 x 75 x 5
mm). This new architecture is compatible with exist-
ing operating systems. Also the new PCl Express
dot is capable of being placed alongside current type
PCI dots so a choice can be made which type of card
can be used in a motherboard just like was done with
ISA dots and current PCI dots. The standard PCI
Express dots being put in motherboards this spring
(1x) will be alot shorter than the standard PCI dots.

August/September 2004

All of thiswill mean that alot of issues having to do
with multimedia on desktop and laptop computers
will have been solved. It also opens wider use of Gi-
gabit Ethernet on local area networks. It also enables
the prospects of new motherboard form factors and
computer case designs. Asthe transition from 1SA to
PCI was an interesting transition with computer buy-
ers having to do more research and planning on their
purchases, the move from PCI to PCl Expresswill do
the same. However, as was with the previous trang-
tion, the performance and capability increases of com-
puters will be profound. Further information on PCI
Express can be found at www.express-lane.org.

Timothy Everingham is CEO of Timothy Everingham Consulting in
Azusa, California. He is also Vice Chair of the Los Angeles Chapter
of ACM SIGGRAPHand is also on the Management Information
Systems Program Advisory Board of California State University,
Fullerton. In addition he is the Vice President of the Windows Media
Users’ Group of Los Angeles. He is also part-time press in the ar-
eas of high technology, computers, video, audio, and entertain-
ment/media and has had articles published throughout the United
States and Canada plus Australia, England, & Japan. Further infor-
mation can be found at http://home.earthlink.net/~teveringham

There is no restriction against any non-profit group using this article
as long as it is kept in context with proper credit given the author.
The Editorial Committee of the Association of Personal Computer
User Groups (APCUG), an international organization of which this
group is a member, brings this article to you.
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Computer Memory

by Brian K. Lewis, Ph.D., Sarasota Personal Computer Users Group, Inc., Florida

Occasionally the question arises as to how much
memory can be put in a computer. The answer is“it
depends’. It depends on just what you mean by
memory (RAM or hard disk), what operating sys-
tem you are using and the capabilities of your com-
puter’ s motherboard and its chipset. When | talk
about memory | am not referring to the permanent
storage of programs and data on the hard disk.
Rather, | refer to the random-access memory or
RAM. Thisisthe memory provided by memory
chips seated in dots on the motherboard of today’s
computers. Anything stored in RAM disappears
when the power isturned off, so it isreferred to as
volétile, or temporary, memory.

If you want to upgrade the memory in your com-
puter you have to be able to determine the memory
type as well as the size, pins and speed, the number
of dots available on your motherboard and the
maximum amount of memory that your system can
address. In generd, this varies with the age of your
computer. So let’slook at these componentsin a
little more detail. (Please note that although my re-
marks refer to Intel’ s Pentium series central proces-
sors, they dso generdly apply to the equivalent
AMD processors.)

Memory Chips

Early Pentium based computers had a CPU bus
speed of 66 MHz (megahertz) and aPCI 1/0 bus
speed of 33 MHz. These values relate to the speed
of data movement within the central processor and
transmission to and from peripherals such as the
memory bank. In some cases transfer to and from
memory was a 50 MHz. Pentium computers gener-
ally had four dots which were arranged as two
banks. This meant that memory had to be installed
in units of two. The memory chips were 72 pin
DRAM (dynamic RAM) or SIMM (singlein-line
memory modules) modules. Many of these com-
puters could support four DRAM modules of 32
MB (megabytes) for a maximum of 128 MB of
RAM. There were some motherboards built for
Pentium 5 systems that had 2 or 3-168 bit DIMM
dotsin addition to the 72 pin dots. However, you

could not use both the 72 pin and 168 pin dots, only
one or the other. These systems would support ei-
ther 128 or 256 MB of memory. However, at the
time, many Pentium/Pentium |l computers were
sold with only 16 MB of RAM and Windows 95.
Later, with Windows 98 the basic memory was 32
MB. In both cases, thisis aless than optimum
amount of memory for these operating systems. The
first Pentium computers had a 32 bit address space
which was theoretically capable of addressing 4 GB
(gigabytes) of memory. However, none of the
motherboards manufactured for these computers
carried any such memory capacity.

The next generation of computers carried faster
CPUs and chipsets along with faster bus speeds. For
example the Intel 440 series chipsets were capable
of working with CPUs with speed of 233 - 333
MHz at a bus speed of 66 MHz or with 350-450
MHz processors at a bus speed of 100 MHz. These
motherboards generally had 3- 168 pin dots and
would support a maximum of 384 MB of RAM. As
the address space of the CPU was increased to 36
bit, the maximum addressable memory was 64 GB.
However, in practice some computers running
Win98 would not recognize more than 256 or 384
MB of RAM. This problem has been ascribed to the
chipset design and problem with the L-2 cache. So
some caution is recommended if you intend to up-
grade the memory in a Pentium |1 or older system.

With some of the Pentium Il class computers there
was an additional increment in bus speed to 133
MHz. The motherboards had 2 to 4 168-pin mem-
ory dots. The maximum usable memory of such
systems ranges from 512 MB to 1 GB. These moth-
erboards for this CPU class are generdly able to use
100 - 133 MHz DIMMs. The 133 MHz DIMMS are
capable of working at the 100 MHz speed.

The Pentium 4 motherboards came with awhole
new array of chipsets and memory chip types and
speeds. The maximum memory now ranges up to 4
GB. Intel’sinitia Pentium 4 motherboards required
the use of RDRAM or Rambus DRAM memory

chips. RDRAM is aserid memory technology that
(Continued on page 14)
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Selections From The DealsGuy

Bob Click, Greater Orlando Computer User Group

WeAll Like Freebies

Sally Springette, Editor for The Rochester Computer
Society Monitor [ http://www.rcsi.org ], sent me this
URL that | found interesting and felt you might like
it also. If you don't like rebates, then skip this and
keep going. This URL [http://
www.freeafterrebate.info/index.php?
topic=Hardware ] offers leads to purchasing prod-
ucts that will be free after the rebates. Be aware that
third-party vendors offer these products and you
should do your own homework diligently before you
decide to order. It might even be an older or discon-
tinued product and you will probably pay a shipping
charge. With that caveat in mind, check it out and |
imagine that it will change quite often.

Help For Your E-mail

| have a couple of friends who use MailWasher and
say it works pretty well to eiminate spam, although
it stopped a few legitimate e-mails at times. | ques-
tioned Hewie Poplock, agood friend whose opinion

<

—

| value, who has used MailWasher for atwo years
and heis completely sold. He saysif you set it up
right, it won't filter out good messages, but if you
get too fussy, it could happen. Sounds logical, but
| have not had enough experience as yet. It incor-
porates learning by Bayesian statistics and uses
FirstAlert!, area-time globa spam database.
Something else | like is that you can check your e-
mail right on the server instead of on your own
computer, if you prefer.

Mathew Miller, Product Development Manager
for MailWasher, made a special offer available for
user group people and | asked him to extend the
deadline so | could include it in my June column.
He agreed so you get the price advantage. Mathew
is offering us MailWasher Pro and a one-year sub-
scription to FirstAlert for just $29.95, a saving of

(Continued from page 14)

Windows Setup. Once you have the system monitor
you can ADD memory information by clicking on
Edit, then add item. Select Memory Manager. The
individua items that will be the most helpful are:
alocated memory, unused physical memory, page
filesin/ out, swapfile in use or swappable memory.

The kernel reading tells you how much of your
CPU capacity is being used. Generaly, Win98/
WInME will do very well with 256 MB - 384 MB

Wser Group (WAC)IMeetings
of RAM. You just have to be certain that your

WA C Meetings will be held on June 19 and motherboard and chipset can support this much
July 10 (NOTE: 2nd Saturday!), 12:.30 PM to  RAM.

3:30 PM. at the Fairfax County Government
Center, 12000 Government Center Parkway,
Fairfax, VA

Washington Anea Computer

Most of the home computers | have worked on
redly don’'t have enough RAM for the most effi-
cient operation. Does Y ours?

Y ou do not need to be a member to attend. For
more information on WAC meetings and events,
call the WAC AnswerLine (voice) at (703) 370-
7649. Also see WAC's Web Site at

Dr. Lewis is a former university & medical school professor. He
has been working with personal computers for more than thirty
years. He can be reached via e-mail at bwsail@yahoo.com or
voice mail at 941/925-3047. :

There is no restriction against any non-profit group using this
article as long as it is kept in context with proper credit given the
author. The Editorial Committee of the Association of Personal
Computer User Groups (APCUG), an international organization
of which this group is a member, brings this article to you.

http://www.wacug.org/
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$7.00. Y ou will need the promotional code of QTU-
GAD to order. This offer is good until July 31,
2004. Get more info on thistool for al that disgust-
ing spam and download at [http://www.firetrust.com/
products/pro/ ].

Some Rebates Aren’t So Bad

WEe've dl heard horror stories about rebates and |
seldom purchase anything with arebate unlessit’'s a
good deal even without the rebate. | recently pur-
chased an 80-gig external Western Digita hard
drive for $110 that had two rebates, one for $30 and
another for $20. After mailing them, | noticed | had
mailed the wrong barcode. A month later | received
apostcard telling me | had not included the UPC
barcode and offering the opportunity to resubmit it,
which | did for the $30 rebate. Severa days later, |
received the same natice for the $20 rebate, but
misplaced that card. Since | had only seven daysto
resubmit it, | thought all was lost when | finaly
found it too late.

| gave up on that rebate, but was filing another for a
free telephone and was confused about something. |
called the 800 number they provided for questions,
and got my answer. Before she hung-up, she asked
if she could be of any further help and | laughingly
told her about the one | had misplaced and the time
had expired. She said it was no problem and after
giving her my information, she fixed it and got it
back in the process. It was an OfficeMax rebate,
which | have since received.

Since then, | called the OfficeMax rebate center
about another one | hadn’t received after almost a
year. | wastold the Seattle rebate center it was
mailed to was closed, but he would fix it. | received
the acknowledgement by e-mail the next day, and
the check aweek later. Fortunately, | have not lost
any rebates so far.

Reminder On A Great Software Deals

If you forgot to take advantage of the great Execu-
tive Software Dedl, | think they will still honor it
— Diskeeper Professiona Edition 8.0 bundled with
Undelete Home Edition for just $49.95 — but act
so0n [http://consumer.execsoft.com/home.asp |.
We all know what great products Executive Soft-
ware produces.

Opt Out Of Spyware

According to Kim Komando, the Network Advertis-
ing Initiative, [ http://www.networkadvertising.org |
helps you drop both DoubleClick and Avenue A
Inc., known for spyware. | haven't tried it yet.

Accidentally Deleted Those Pictures?

Don’t worry, if you were using your digital camera
and, with adlip of the finger, you deleted something
from your Smart Media or Compact Flash Card that
you later want, here is the answer. Just go to [ http://
www.z-a-recovery.com/digital_image_recovery.htm ]
and download Zero Assumption Digital Image Re-
covery at no cost to you. Even though it says no im-
age isthere, if it used to be there, this program will
recover it. Thank God for freebies, and for Bob
Schuchman of San Diego PCUG who wrote about
this one some time ago in their newdetter.

This column is written to make user group members aware of
special offers or freebies | have found or arranged, and my com-
ments should not be interpreted to encourage, or discourage, the
purchase of any products, no matter how enthused | might sound.
Bob (The Cheapskate) Click [ bobclick@mindspring.com ]. Visit
my Web site at [http://www.dealsguy.com ] for interesting articles
from user group newsletters. | also posted some interesting NEW
Web site pages for your viewing. They contain new product an-
nouncements that | received over a period of time. More will be
forthcoming.

www.nctcug.org
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(Continued from page11) the other hand, utilizes two pathways, thereby having
the capability to deliver data twice asfast or up to 128
arrived in three speeds, PC600, PC700, and PC800. bits at atime. The process works the same way when

RDRAM designs with multiple channels, such as datais transferred from the processor by reversing the
those in Pentium 4 motherboards, are currently the flow of data. A “memory controller” chip is responsi-
fastest in memory throughput, especially when ble for handling al data transfers involving the mem-
paired with the newer PC1066 RDRAM memory. A ory modules and the processor. This controls the flow
Rambus channel is 2-bytes wide, so we get a maxi- of data through the pathways, preventing them from
mum 1.6GB/stransfer rate for asingle RDRAM being over-filled with data. Now that you are totally
channel using PC800 RDRAM or 2.1GB/s for confused by all this memory type and speed terminol-

PC1066. The other form of memory chip is the dou- ogy, let’slook at the next question.
ble data rate DRAM. Intel and other manufacturers
now have motherboards and chipsets that can utilize

these memory modules. They are less expensive How Much Memory?
than the RDRAM. DDR memory modules are _
named after their peak bandwidth - the maximum How much memory should you have in your com-
amount of data they can deliver per second - rather puter? The answer is: probably as much as your moth-
than their clock rates. Thisis calculated by multi- erboard and chipset can handle. For the newest moth-
plying the amount of data a module can send at erboards, that may be excessive unless you arein-
once (called the data path or bandwidth) by the volved in digital vi deg editi ng or graphlc design. For
speed of the front side bus (FSB). The bandwidth is most home users running WinXP or Win2K | W_ould
measured in bits, and the FSB in MHz. Note that recommend 512MB up to 1GB. So why those figures?
the RDRAM bandwidth isin bytes. One byte is | have found that WinXP uses over 200 MB of RAM
equal to 8 hits. for itsown files, if that much is available. So on a 256
MB system that leaves very little for other applica
A PC1600 DDR memory module can deliver band- tions and data. The net result isalot of swapping with
width of 1600Mbps. PC2100 (the DDR version of the virtual memory space on the hard drive. That
PC133 SDRAM) has a bandwidth of 2100Mbps. dows everything down. In WinXP the Windows Task
PC2700 modules use DDR333 chips to deliver Manager (bring up by pressing CTRLALT-DEL)
2700Mbps of bandwidth and PC3200 — the fastest shows your current performance and the amount of
widely used form in late 2003 uses DDR400 chips memory availablein red time. With 512 MB and sev-
to deliver 3200Mbps (3.2 Gbps) of bandwidth. You eral programs running, | have over 300 MB of real
may see the term “dua channdl” applied to mem- RAM available. That greaIIy increases the responsive—
ory. When properly used, the term refersto aDDR ness (speed) of the system as moving data to and from
motherboard’s chipset that's designed with two RAM is many times faster than using a hard disk. The
memory channels instead of one. The two channels Page File window shows you the virtual memory
handle memory-processing more efficiently by util- swapping your system is doing. At the moment, mine
izing the theoretical bandwidth of the two modules, IS z&x0.
thus reducing system latencies, the timing delays o _ _
that inherently occur with one memory module. For You can do similar analyses on Win98/WinMe sys-
example, one controller reads and writes data while tems. The System Monitor application that comes
the second controller prepares for the next access, with Windows can supply this information.
hence, eliminating the reset and setup delays that o
occur before one memory module can begin the However, you may need to modify it to get the mem-
read/write process al over again. ory info you want. Go to Start- Programs—Acce;ssones—
System Tools and select System Monitor. If this se-
Consider amodel in which data s filled into a con- lection is not available on your menu, then you need
tainer (memory), which then directs the data to the to install the program from your original Windows
CPU. Singlechannel memory would feed the data to disk or from \WindowsOptions\Cabs file. Y ou do that
rate of 64 bits at atime. Dua channel memory, on (Continued on page 12)
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The group’ s board of directors established a commit-
tee several months ago to suggest what approach we
should use in acquiring a new demonstration com-
puter — buy an assembled system, from a nationa
manufacturer or screwdriver shop, or assemble a sys-
tem from parts ourselves. Intel’stimely offer made
the decision for us.

The new system incorporates Hyperthreading Tech-
nology, and will be available for members to borrow
between meetings to become acquainted with this
technology. Thiswill also alow usto install a cur-
rent operating system. Members may recall that our
previous demonstration system couldn’t be persuaded
to load Windows XP — we spent four meetings try-
ing but never got past “19 minutes remaining.” The
basic assembly of the new Intel-based system has
been completed. We hope to spend the next meeting
loading software, and putting the finishing touches on
the system, such as wiring the front panel USB and

Page 15

audio ports. Pictures of the new system and assem-
bly process are available on the NCTCUG web site.

Are You Using Protection?

The continuing profusion of virus attacks makes the
use of anti-virus software absolutely essential for
anyone using the internet and/or email. Virus defi-
nitions need to be regularly updated — most mgjor
programs now perform that chore automatically
when the user goes on-line, if you're using a current
verson. Don't leave this to chance — if you're not
sure you have what you need, or how to configure
or operate your AV program, get in touch with a
NCTCUG officer and ask for help. In the same
vein, anti-spyware and firewall programs are a
worthwhile investment in computer security. There
are commercia and freeware products availablein
all these categories— don’'t go unprotected !!

WEell try to place aweb page with links to re-
sources for computer protection on the NCTCUG
web site over the next several weeks.

(Continued on page 16)

NCTCUG Information

NCTCUG, Post Office Box 949, Arlington VA 22216

Club Information call: 301-577-7899

Officersand Directors
All officer terms expire 2003

President Jim Rhodes 703-931-7854
1s VP Ron Schmidt 301-577-7899
2nd VP Roger Fujii  703-280-1243
Treasurer Paul Howard 703-860-9246
Secretary  Roger Arnold  301-946-7770
Director: term expires

Bill Walsh 2004 703-241-8141
Blair Jones 2004 202-362-7344
John Keys 2004 703-451-0896
Nick Wenri 2004 703-759-3938
Fred Cook 2005 703-921-1749
JJ Davies 2005 703-379-9222
Sy Fishbein 2005 703-536-5894
Dean Mires 2005 301-931-2400

Article Submissions

Articles, helpful hints, and other items of interest to readers of the NCTCUG Journd are
aways welcome and will be published as soon as possible after submission. Priority is given to
members’ contributions. Items may be submitted via modem to the BBS or on diskette.
Submissions to the BBS should be uploaded to the Newsletter Conference and a message left
for the Editor. Files should be straight ASCII, unformatted, with C/R only at end of
paragraphs; no indents for paragraphs should be used. Preferred format for diskettes is MS-
DOS 3V 720k or 1.44Mb. Diskettes in other formats may be submitted but there will be a
considerable delay in processing. If absolutely necessary, items may be submitted in hardcopy
only but these will also meet with delay.

Member ship Policy

The National Capital Tandy Computer Users Group, Inc. is a non-profit [501-¢(3)]
organization founded in 1977 to educate users of all Tandy computers and MS-DOS
compatible computers. Membership dues are $25.00 (U.S.Funds) per year, with a $5 surcharge
for international mail. Membership in NCTCUG includes membership in al SIGs, access to
the BBS and software libraries, and subscription to the Journal published 10 times per year.
Applications may be obtained at any club meeting, by downloading from the BBS, by calling
one of the officers or board members, or by writing to the club. A sample newsletter,
membership application and related information may be obtained by enclosing $1 and mailing
your request to Jm Rhodes, 201 S. Kensington Street, Arlington VA 22204.

Advertisement Policy

Members advertisements: Ads areaccepted from members for non-commercial purposes at no
charge. Copy should be sent to the Editor in the same format as article submissions.
Commercial Advertisements: Ads are accepted from commercial advertisers at the rate of $60
per full page, per appearance, with discounts for multiple insertions. Smaller ads are priced
accordingly. Payment for ads must be made in advance of appearance. Advertisers must supply
apermanent address and telephone number to the editor.

Reprint Policy

Permission to reprint articles from the NCTCUG Journal isgiven to school, personal computer
club, and nonprofit organization publications, provided that: (2) NCTCUG Inc. receives a copy
of the publication; (b) credit is given to the NCTCUG Journal as the source; (c) the original
author is given full credit; and (d) the article author has not expressly copyrighted the article.
Recognition is one means of compensating our valued contributors

www.nctcug.org

Web Site: www.nctcug.org

Newsletter Staff

Editor

Blair Jones 202-362-7344
bjonesA4@bel | atlantic.net
Exchange Newsletter and
Articles Editor

Ron Schmidt  301-577-7899

COMPUCENTER BBS
Isno longer in operation. It has
been replaced by the
‘compucenter’ mailing list at
http://groups.yahoo.com/

If you are moving

Please send your change of
addresstothe club PO
box as soon as possible to
avoid missing issues.

Thank You!
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Worthwhile Laptop Accessory

As laptops become more popular and affordable for
many users, the new purchaser often discovers that
their new pride and joy is missing something that
they’d find useful. Frequently left out are 3.5" drives.
These old standbys are becoming less needed with the
advent of solid state “keychain drives’— also known
as “thumb” “jump” “flash”or “maobile” drives, depend-
ing on the manufacturer. However, as we' ve discov-
ered at a number of recent user group mestings, a-
though many computers have USB ports, lots of older
systems utilizing Win 95/98 don’t have the necessary
software drivers installed, and the keychain drives
won't work. Being able to exchange fileswith 3.5"
drives gtill comesin handy. lomegais offering a great
solution for new laptop owners - acombination 3.5
drive and amultidot 7-in-1 flash memory card reader
with a USB interface.

NCTCUG, Inc.
P.O. Box 949
Arlington VA 22216
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1st Wed. (8/4, 9/1) 7 p.m.
Virginia General Meeting

4th Wed (8/25, 9/22) 7 p.m. Internet SIG

3rd Monday (9/6, no meeting in August)
7 p.m. Board of Directors
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All meetings are at Carlin Hall, 5711 S. 4th
St., Arlington VA: East off of Carlin Springs
Rd, just south of Arlington Blvd/Route 50.
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